Attribute-Based Storage Supporting Secure Deduplication of Encrypted Data in Cloud
Alternative Title: A secure access policies based data deduplication system
Aim:

The main aim of this project is to achieve new distributed de-duplication systems we present an attribute-based storage system with secure deduplication in a hybrid cloud setting with higher reliability.
Introduction:
Hadoop software library is a framework that allows for the distributed processing           of large data sets across clusters of computers using simple programming models. It is designed to scale up from single servers to thousands of machines, each offering local computation and storage. It makes Use of the commodity hardware Hadoop is Highly Scalable and Fault Tolerant.
Which provides resource management and scheduling for user applications; and Hadoop Map Reduce, which provides the programming model used to tackle large distributed data processing mapping data and reducing it to a result. Big Data in most companies are processed by Hadoop by submitting the jobs to Master. This type of usage is best-suited to highly scalable public cloud services; The Master distributes the job to its cluster and process map and reduces tasks sequentially. But nowadays the growing data need and the competition between Service Providers leads to the increased submission of jobs to the Master. This Concurrent job submission on Hadoop forces us to do Scheduling on Hadoop Cluster so that the response time will be acceptable for each job.

Synopsis:
In this Deduplication techniques are most widely employed to backup data and minimize network and storage overhead by detecting and eliminating redundancy among data. so which is crucial for eliminating duplicate copies of identical data in order to save storage space and network bandwidth.
 
We present an attribute-based storage system with secure deduplication in a hybrid cloud setting, using public cloud and private cloud. Where a private cloud is responsible for duplicate detection and a public cloud manages the storage. Instead of keeping multiple data copies with the same content, in this system eliminates redundant data by keeping only one physical copy and referring other redundant data to that copy.Each such copy can be defined based on  user access policies, In the user will upload the file with access policies and then file type question with answer. Then same file with different access policies to set the particular file to replace the reference.  Where a user’s private key is associated with an attribute set, a message is encrypted under an access policy over a set of attributes, and a user can decrypt a cipher text with his/her private key if his/her set of attributes satisfies the access policy associated with this cipher tex. Our system has two advantages. Firstly, we use two level of checking file (i.e., file level deduplication), and (signature match checking).To applying deduplication to user data to save maintenance cost in HDFS. We reduced the time and cost in uploading and downloading with storage space in hadoop system. 
Existing System:-


In the previous deduplication systems have only been maintain single-server setting. A data provider, Bob, intends to upload a file M to the cloud, and share M with users having certain credentials. In order to do so, Bob encrypts M under an access policy A over a set of attributes, and uploads the corresponding cipher text to the cloud, such that only users whose sets of attributes satisfying the access policy can decrypt the cipher text. Later, another data provider, Alice, uploads a cipher text for the same underlying file M but ascribed to a different access policy A0. Since the file is uploaded in an encrypted form, the cloud is not able to discern that the plaintext corresponding to Alice’s cipher text is the same as that corresponding to Bob’s, and will store M twice. Obviously, such duplicated storage wastes storage space and communication bandwidth. So they require that the deduplication storage systems provide reliability comparable to other high-available systems. However, as lots of deduplication systems and Storage systems are intended by users and applications for higher reliability, especially in archival storage systems where data are critical and should be preserved over long time periods. Cost increases to the storage of content as well as for the keys storage. Increase bandwidth with upload time. 
Problem Definition:
· Single server system.
· An Enormous number of keys with the increasing number of users.
· Increase bandwidth with upload time and cost will be high.
Proposed System:
In this paper, we present an attribute-based storage system which employs ciphertext-policy attribute-based encryption (CP-ABE) and supports secure deduplication. To enable the deduplication and distributed storage of the data across HDFS.And then using two way cloud in our storage system is built under a hybrid cloud architecture, where a private cloud manipulates the computation and a public cloud manages the storage. The private cloud is provided with a trapdoor key associated with the corresponding ciphertext, with which it can transfer the ciphertext over one access policy into ciphertexts of the same plaintext under any other access policies without being aware of the underlying plaintext. After receiving a storage request, the private cloud first checks the validity of the uploaded item through the attached proof. If the proof is valid, the private cloud runs a tag matching algorithm to see whether the same data underlying the cipher text has been stored. If so, whenever it is necessary, it regenerates the ciphertext into a ciphertext of the same plaintext over an access policy which is the union set of both access policies.like public cloud and private cloud. We have shown the concept of deduplication effectively and security is achieved by means of Proof of Ownership of the file. That is attribute-based storage system ciphertext-policy attribute-based encryption (CP-ABE) and supports secure deduplication
Module List:-

· Cloud user Registration.

· File upload with access policies.

· Detection Deduplication method.
· Download User File.
Module Description:

1. Cloud user Registration:
In this module cloud user first register the user details (Name, password, email, access policy, mobile no, dob) .And then login the user credential details like username, password. Once user name and password is valid open the user profile screen will be display.

2. File upload with access policies:
In this module User will chooses the file and uploads to Storage where the HDFS storage system .In the system will generate a  signature in particular file and then split into multiple block. Each block will be generating signature with key. In the signature by using MD5 message-digest algorithm is cryptographic hash function producing a 128-bit hash value typically expressed in text format as 32 digit hex value so that files of same are de-duplicated. After that generate convergent keys for each blocks splitting to store CSV file .like filename, file path, blocks, username, password and block keys.
Encrypt the blocks by RSA algorithm is asymmetric cryptography algorithm. Asymmetric actually means that it works on two different keys i.e. Public Key and Private Key. As the name describes that the Public Key is given to everyone and Private Key is kept private. Here the plain text is encryption to cipher text and stored in slave system. Blocks are stored in Distributed HDFS Storage Providers. After upload the file to set the access policies with set security question.
3. Detection Deduplication method:
File-level data deduplication compares a file to be backed up or archived with copies that are already stored. This is done by checking its attributes against an index. If the file is unique, it is stored and the index is updated; if not, only a pointer to the existing file is stored. The result is that only one instance of the file is saved, and subsequent copies are replaced with a reference that points to the original file.

Another one signature match checking looks within a file and saves unique iterations of each block. All the blocks are broken into chunks with the same fixed length. Each chunk of data is processed using a hash algorithm such as MD5 or SHA-1.
4. Download User File:
The final model user request for downloading their own document which they have uploaded in HDFS storage. In this download request will analysis the user attribute once it will matched then ask the security questions for particular file. After complete the process needs proper ownership verification. After verification the original content is decrypted by requesting the Distributed HDFS storage where HDFS storage resquest key management slave for keys to decrypt and finally the original content is received by the user. 
Algorithms used:

· MD5 algorithm: 
· Base 64
· RSA algorithm.
Software Requirement:
· Operating System

: Windows 7 and above (64-bit).
· Java Version


: JDK 1.7
· Web Server


:Tomcat 6.20

· Web Server


:Tomcat 7.0.11
· Storage


: Hadoop 2.7
Hardware Requirement:
· Hard disk


: 500 GB and above.
· Processor


: i3 and above.

· Ram



: 4GB and above.
Technologies used:

· Programming Language 
: JAVA.

· Core Framework

: Collections.

· J2EE
    


: JSP, Servlet.

· Script   


: JavaScript.

· Web Designing

: HTML5, CSS3.

· Animation Effect 

: jQuery.

· Front-end Framework

: Bootstrap3.

· Web services


: JAX-WS.
· Web Technology

: XML.
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